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Background Information
To address a critical security issue (IAVM 2009-A-0012) for Microsoft SQL Server Remote Code Execution Vulnerability, Microsoft released MSDE Security patch KB960083 in March 2009.  Due to security restrictions, the Microsoft patch can not be directly applied to the PCC OTC Point of Sale (POS) software. To apply the patch for PCC OTC POS software, FMS OTC Operations and Management has developed a patch that includes the Microsoft patch KB960083 that addresses the remote code execution vulnerability. This patch has been fully tested with POS v5.4 . No POS data will be lost due to this installation. 
This document describes the installation procedure required to install this MSDE patch.
Requirement & Configuration
POS Software Requirements

· PCC OTC Point of Sale (POS) version 5.4.
· Internet access is required to download the POS software.
· A specific username and password, supplied by the Treasury OTC Support Center, is needed to download the patch.
Instruction for all POS Releases
If you are running POS version 5.4 (also known as version 5.4.0.6), please follow the instructions as below:
Step 1: 
Install POS MSDE Security Patch 1.0.  Follow the instructions from ‘POS MSDE Security Patch Installation’ (page 6). 
If you have any questions or concerns regarding the installation of this patch, please call the Treasury OTC Support Center at (866) 945-7920, or 302-324-6442, or military DSN at 510-428-6824, option 4, option 5, option 4 or via email at FMS.OTCChannel@citi.com.

POS MSDE Security Patch Installation

1. Download the software from PCC OTC website, https://www.pccotc.gov/pcc5webapp/Login.jsp. A special login id is used to download the software. SA Password can be found in the description (as shown in the screen shot). This password is used in next steps of installation.
Please contact the Treasury OTC Support Center for the POS downloads login and password. Only email requests will be accepted.
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2. Find and click 960083 (also note the description reads ‘POS MSDE Security Patch 1.0’).
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3.  Save the ‘exe’ file to a location in the desktop. ‘File Download’ may take some time depending on the internet connection speed. 
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4. To launch installation, double-click the file named ‘POS_MSDE_Security_Patch_1.0.exe’, and the following screen will appear. Click ‘Run’ to start the installation process. 
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5. The Installation Wizard appears as shown below. Click ‘Next’ to continue.
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6. Accept License Agreement to continue. Click ‘Next’ to continue.
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7. The following screen appears with MSDE Instance information. Click ‘Next’ to continue.
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8.  Enter ‘SA Password’ (as found in step #1 from page 6) and Click ‘Next’ to continue. 
[image: image8.png]Authentication Mode

Selectthe authentication mod thatthe instalr shouid use to connect o SO Server
Ifthe instance is using ST Server Authentcation, erter the 54 password.

& Allnstances
€ Windows Authertication

& S0L Server Authentcation
58 password:

5

Product [ [

= 5L server 2000 PCCPOS sQL





9. The following process screen appears. This process may take several minutes to complete based on the computer or the desktop speed.
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10. The installation wizard will show the ‘Status’ as ‘Success’ upon completion. 
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11. The installation is now complete. Click ‘Finish’ to end this installation process. 
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12. The following screen will appear notifying you that your system has been updated.  Click ‘OK’ to restart the computer. 
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NOTE:  After the computer restarts, the POS application is ready to use. 

If an error is encountered during any part of the installation, contact the Treasury OTC Support Center at (866) 945-7920 or 302-324-6442 or DSN 510-428-6824, option 4, option 5, option 4 or via email at FMS.OTCChannel@citi.com.
Uninstall POS MSDE Security Patch

Use steps 1-4 from the POS MSDE Security Patch Installation section (pages 5-12).  Note:  Uninstalling this patch software will NOT erase any existing POS data. 
1. The following screen will appear notifying you that your system has already installed POS MSDE security Patch 1.0.  Click ‘Yes’ to continue the uninstall process. 
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2. The following screen will appear with information on security patch 960083.  Click ‘Next’ to continue the uninstall process. 
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3. The following screen will appear with MSDE Instance information. PCCPOS should be checked. If unchecked, then check PCCPOS. Click ‘Next’ to continue.
[image: image15.png]Software Update Removal Wizard

The follwing i a st of product nstances that are targeled to be uninstalled. Select the
instances to uninstal and olick Nert o proceed

R PCCPOS (P4 2282 ENL)
O sotTosls

Detalls





4.  Enter ‘SA Password’ (as found in step #1 from page 6) and Click ‘Next’ to continue. [image: image16.png]Software Update Removal Wizard
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5. The process will continue to #6.
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6. The following screen will appear when complete. Click ‘Finish’. 
[image: image18.png]Software Update Removal Wizard

KBIBOOB3(EN) has been successfuly removed.





7. The following screen will appear notifying you that your system has been updated.  Click ‘OK’ to restart the computer. 
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NOTE: If an error is encountered during any part of uninstalling, contact the Treasury OTC Support Center at (866) 945-7920 or 302-324-6442 or DSN 510-428-6824, option 4, option 5, option 4 or via email at FMS.OTCChannel@citi.com
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